Geooming it when 10mecne befriends and builds sa emotional
COnaec tnn with @ (b 1o 9ain thasr Uruit for the purpoies of verual
e or aapioitation. They can o this both ofline snd cndne, with

technalogy and the Internet bewmg commonty uted 1o instate and
facinate contact with & chid, G—ua.mh- et b o by pant of
engaging them in Tty The gr who can
u»-hnm-mummlmrmmu
18003 such 33 engaging in small talk or eschangang personas!
nformarion with the chid about hoblees and relatanships using

Aattary and gifts 16 Dl 4 rapport & even mabng thrests and
IDMIGation 1o gaen contred This can take place over varying permds

of time ~ froes a fow dayy W sevensl yoan.

A

GROOMING CAN HAPPEN RAPIDLY
Groomag i1 genecsly o siow. methodial snd intentonal
Of MANADAIBAY B DENEN T0 3 POInT where they
o De viactimned Howevee sdconding te reseschers of the
Univeruty of Swansea, online grocming can alvo be very
agid Wit analyris of (hat logs reveslag thet 4 (as tabe
At 18 minutaes 10 sO0mMe predators Lo MTANGe 1O meet
i victimm The fastest predaters wied Lophaticated.
periuaiive ngusge based stratogie 10 1apidly budd
rust inchudhng the wie of small talk and prane wheh
Gunhly escalated M0 regueits for serual meriages

ANYONE CAN GROOM YOUR CHILD
Many people expect groomers 10 be adults posing a4
Chisdren. but this s not sbways the cate. Duta from
Univervity of Swantes reveals Dhat groomers use of
antity deception laround age. location and sppearance)
o falety low THIL Can De Bacaune Ihey spprosch many
children, limiting their ability 1= lle. The worry is that
hane ity an be mare damaging 16 the vetim wede they are
maore bhely 10 feei 83 d they are = A real redstionshp.

CHILDREN ARE
VULNERABLE TARGETS
Groomen wie prychoiogical tricks and methods o try and
inalate hildren trom hair Lamilies and trendi snd wil
often choote to target more vulnersble children who may
be eavion 1o masipulate In crder 1o 1eeb potental victimy
predanons are hikely 1o Use apps and webiites That sre
popsdar with chiddren and young people Groomert can
e 8 sattergon’ approach 16 find victms, costacting
hundreds onfine 10 increste thew chance of succon

NUMBERS OF GROOMING
OFFENCES ARE SOARING
in April 2017, 8 mew gowernement Low came into force in
England and Wakes 10 allow podice to (harge aduis whe
send seaual messages 1o hildren through mobile phones
and ol madia W the St year since the lew hange.
there were 3,000 police recorded ofences of senwal
communication with a chid - s figure 30 per cent Ngher
1han axperts expectiad i the frst year.

Accoeding te » 2018 NSPCC report,

quarter of peung people have e perienced

an adldt who they don't know in real ide

1ryIng 19 (omtact them osdeve One i four

1id hay had boen sont meiiagey, images. wdeon o
other content tht made tham feel sod worred o
uncombortable. One in 10 girts snd ene in 20 boys wnder
the age of 11 said hey had received unmwanted sewwal
meisger

real-tirme wiing tricks. dares o bust on gafts to
manipudate thess Grosming sften abes the form
of 3 game where children receive Ses' or even
maney for performing sexval sty Social media hansely,
2t YouTube, Facabook mitagram and Saspchat sll
have lve streaming (spabiines, but these are many sppt
which Ohidron can wie 10 ve tirsam, Including Owmegle,
Lrve.me. GO Live, Youiow and manvy more.

TéP TROI‘

\

@ DISCUSS SAFE ONLINE BEHAVIOUR
Malke it hoar 10 your Child that they showld Aot sccept Irend
reguetts from peogple they don 't know and 1o verify (rend
regueity with people who they do know. They wheuld never
2gree te chat privately with a straager o someone they
St really hnw, Remind Bam 1hat thay shoutd never
divulge persenal imfarmation, swh a1 mobile phone
rumbers sddretren pastwords or name of thew scheol

DISCUSS HEALTHY RELATIONSHIPS

National
Online
Safety

MSGOODTOTALK

s wnlikely that you Con stop
your thid wiing the Internet,

Tarenfs

LOOK OUT FORWARNING SIGNS

Child rafety experts have sdentfied hey grooming patterns
and advine parenty 19 baok st lor

\

« Alach of interest In
*n e Curvhoular acivetien

+ Maving new sems, sach as
dothet or phomes. whith
they can't explain

+ They weem withdrmen,
anuoun, degretsed or

noe can you comitantly « Secretive behaviour abowt
wikat they are doeng onlne

+ Internet O smartphone
uinage late ot Mg

« Going to usurual places to
meet up with friends you
have nat heard ol

MOntae tRes anline
ACTivimas, Bt you can talk 1o
your chitd on a regulas basia
about what they 60 onboe By
Lalking openly wah them
about online relationships,

-

they (an quechly ascentam the bind of Dehaviowr whach is
SPPropiate or inappropriate Atk them mhather hay haew
any online friends or i they play online games with people
they haven ) met. This could then open up (envenations
About the 1l je<t of groaming

CHECK PRIVACY SETTINGS

W 0cdar 10 grve your (N 8 safer onlee Qaming
experiends, it is important to chedk privacy settings or
parenial controls on the networks, devices. app and
webaites thay may uie If you wie Jocation sharing app ta
(hech whare younr (hid i1 remember that these could
always be vred by strangers be follow your child without
their knowledge. Ensure that you check options 10 that
location wdssmation it never ihared with anyons sxcept
those they have permeasion 10 share with

Tallk 20 yowr chid about what a healthy relatiombip looks
M and how 1o detect Lamesne whae might not be who they
claim 1o be. Explain that groomers will pay yowr Chid
(omphiomants ard engege i (onveniatoont DoV persena)
indormation, vech at hobbie: and relatiomshipn. They may
adenre how well they play an online game or how they look
in a photo. Greomens will also try and olate 2 hld brom
prople (lose 1o tham, 1 h &t parenty and frends in order to
make thew relationship feel spedial and umique.

BE SUPPORTIVE
Show your child that you will Lupport them and make 1ure
they wunderstand they can come to you with amy CONKeME
they may have. They seed to know they can talk 1o you if
tomeone doer 30mething they ace uncomioniable wan,
whather that is mappropniate

A8 Qe a

« They see chingy, have

o resual (semmanty

Qe
+ Maving older boyhiands

ar getiniends

Protieny sheepang and
230G or even bedwetting.

HOWTO REPORT

¥ you're wormed that your dvid s being
roomed onire or wvuady exphosted pou (an
PPt po (o err 1o The Chibd La plontation
and Online Protection (CEOP) Satety Contre,
which s part of the Nationad Crime Agency ot
wrw croppolice vk safety certre. Reports are
read by 4 O Protection Adviver who wil
mahe oAt by phone or emal 10 work with
you 10 make & plan 8o heep yoar i sade I
you thank a chid s = wmeneciate danger. call
the Policw om 799 or NSINCC on 0008 BOO 3000,

Al

X1
-

\ v,
SOURCER M W g gl b st o s S comrrll V-l D gy

e AaE D A L |
M/ T N AT T o os T 2 % SRR "R LN ~~'(’1y1 > Aoy &
Mo Ty A ‘9""‘""‘ e AF R R 004 M oriee GOD0WNG Hmee (gt S A .-'.,,.”WMQ NS

e sevm ol 2N aew
rrvd

.'%‘ A0v - 5 M Ty
A%
L

© Nationat Online Sofety Ud

S Bt (W P . it (T 8w S

www.nationalonlinesafety.com




